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Chapter 4
Reading Organizer
After completion of this chapter, you should be able to:

· Analyze the features and benefits of a hierarchical IP addressing structure.
· Plan and implement a VLSM IP addressing scheme.
· Plan a network using classless routing and CIDR.
· Configure and verify both static and dynamic NAT.
4.1
1.  Explain why having a flat network is a problem for larger networks.
2.  What is the advantage of using a hierarchical network design?

3.  List several reasons to divide a network into subnets.

a. 

b. 

c. 

d. 

e. 

f. 

4.2
4. [image: image1.png]Indicate whether a hierarchical addressing scheme using subnets should be used to structure the network.

Check Yes or No if subnets should be used.

1. A small business that has 10 employees uses a 12-port switch to connect to a router to access the ISP.

2. A large organization wants to break up some of their larger LANS to limit broadcasts and improve network
performance. They do not want to purchase additional IP addresses from their ISP.

3. An organization has five locations in different states. All sites need to be connected. They have been
assigned 5 IP addresses by their ISP but wish to separate users at each location based on the type of
applications they use at each location.

4. An organization has been assigned a single IP address and wants to break up the address into smaller
chunks to be used by different department within the organization.

5. A home user purchases a Linksys WRT300N with integrated router, 4-port switch and wireless access
point. One computer will connect to the switch and other users will access the Linksys via wireless.





5.  What are the network and broadcast addresses for host 220.100.10.17/30?
Network Address: 
______________________________________
Broadcast Address:
______________________________________
6.  What are the network and broadcast addresses for host 198.125.50.75/26?

Network Address: 
______________________________________
Broadcast Address:
______________________________________
7.  What are the network and broadcast addresses for host 172.50.0.100/27?

Network Address: 
______________________________________
Broadcast Address:
______________________________________
8.  Your school needs a class C address with 25 subnets and a minimum of 5 hosts.  Assuming VLSM is not used what is the required subnet mask?

9.  Your office needs a class B address with 500 subnets and a minimum of 100 hosts.  Assuming VLSM is not used what is the required subnet mask?

10.  Your company needs a class B address with 50 subnets and a minimum of 900 hosts.  Assuming VLSM is not used what is the required subnet mask?

11. [image: image2.png]Determine if the two hosts are on the same network.

Choose whether the hosts are on the same network or a different network.

Hosts
Host 1
Host 2

IP Address  Subnet Mask
172.16.5.72  255.255.255.0
172.16.5.79  255.255.255.0

/Slash Format
124
124

Hosts
Host 1
Host 2

IP Address ~ Subnet Mask
192.168.19.35 255.255.255.224
192.168.19.48 255.255.255.224

/Slash Format
27
27

Hosts
Host 1
Host 2

IP Address  Subnet Mask
10.128.14.14  255.255.255.240
10.128.14.19  255.255.255.240

/Slash Format
/28
28

Hosts
Host 1
Host 2

IP Address  Subnet Mask
192.168.3.68 255.255.255.248
192.168.3.74 255.255.255.248

/Slash Format
129
129
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12.  Basic subnetting is sufficient for smaller networks but does not provide the flexibility needed in larger enterprise networks.  Explain in detail how VLSM or Variable Length Subnet Masks (VLSM) provide for efficient use of address space.

13.  List the benefits of VLSM:

a. 

b. 

c. 

d. 

e. 

f. 
14.  You are setting up a business network with the class C address 219.75.160.0/24.  The marketing 

division will need 19 computers.  Research and development needs 40 computers.  The reception area will need four computers.  Management requires 12 computers.  Divide the network using variable length subnet masks.  Include the sub-subnet IP addresses for each branch of the network with the subnet mask in CIDR format.  One router with four ethernet ports will be used for this network.  Start with the largest groups first.
Research and development  (40) 
______________________________________
Marketing Division  (19) 

______________________________________
Management r  (12) 


______________________________________
Reception Area  (4) 


______________________________________
15. Write in the /slash format of the subnet mask necessary to accommodate the required number of hosts.
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4.3
16.  Classful addresses consist of the three major classes of assignable IP addresses and an associated default subnet mask.  These are:  (include the class letter, subnet mask, and slash format)

a. 

b. 

c. 

17. Classful routing protocols, such as RIPv1, do not include the subnet mask in routing updates. Since the subnet mask is not included, the receiving router makes certain assumptions.

When using a classful protocol, if a router sends an update about a subnetted network, such as 172.16.1.0/24, to a router whose connecting interface is on the same major network as that in the update, such as 172.16.2.0/24 then what happens?  Explain:

a. 

b. 

18. If the router sends an update about a subnetted network, such as 172.16.1.0/24, to a router whose connecting interface is in a different major network, such as 192.168.1.0/24 explain what happens.

a. 

b. 

19.  The Internet Engineering Task Force (IETF) developed Classless Inter-Domain Routing (CIDR). Explain in detail why.

20. Classless routing protocols that can support VLSM and CIDR include:

Interior Gateway Protocols
a. 

b. 

c. 

d. 

Exterior Gateway Protocols
a. 

21.  Explain the difference between classful routing protocols and classless routing protocols?

22.  List three advantages of route summarization:

a. 

b. 

c.  

23. [image: image4.png]Determine if the IP address with the CIDR information is a subnet or a route summary.

Check either Subnet or Route Summary based on the IP address provided.

bne Route Summary

172.24.0.0/14

192.168.17.192/26

10.24.0.0/16

172.17.4.0/24

10.0.100.0/24

172.128.0.0/12

192.168.0.0/23





24.  What are the three steps used to calculate a route summary into a single address?

Step 1

Step 2

Step 3

25. What is the summarized network address of the following addresses?


172.20.0.0
172.21.0.0
172.22.0.0
172.23.0.0


____________________________________
26. What is the summarized network address of the following addresses?


192.168.10.0
192.168.11.0
192.168.12.0
192.168.15.0


____________________________________
Complete Lab Activity 4.3.3
27. Which routing protocols configure route summarization automatically. 
a. 

b. 

28. Discontiguous networks cause unreliable or suboptimal routing. What can an administrator do to avoid this condition?

a. 

b. 

c. 

d. 

Complete Lab Activity 4.3.4

29. Properly implementing a VLSM addressing scheme is essential for creating a hierarchical network. What are the basic guidelines for creating a VLSM addressing schemes?

a. 

b. 

c. 

d. 

e. 

f. 

g. 

h. 

i. 

j. 

k. 

l. 

4.4
30.  RFC 1918 governs the use of the private address spacing.  List the CIDR prefix designation that would summarize each of these ranges.

Class A: 
10.0.0.0 - 10.255.255.255

CIDR: 
___________________


Class B: 
172.16.0.0 - 172.31.255.255

CIDR:
___________________


Class C: 
192.168.0.0 - 192.168.255.255

CIDR:
___________________



31. What are the advantages of using private addressing?

a. 

b. 

c. 

32. NAT can be configured statically or dynamically.  Explain both in detail.

Static NAT – 

Dynamic NAT  - 

33. What are the steps involved in configuring Static NAT?

1. 

2. 

34. What are the steps involved in configuring Dynamic NAT

1. 

2. 

3. 

4. 

Complete Lab Activity 4.4.3.3
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35.  Explain what Port Address Translation (PAT), also referred to as NAT Overload does. 
36. What two things does PAT use to keep track of individual converstions?


a.  


b.  

37.  Configuring PAT requires the same basic steps and commands as configuring NAT. However, instead of translating to a pool of addresses, PAT translates to a single address.  What is the command that translates the inside addresses to the IP address of the serial interface:

Complete Lab Activity 4.4.4

PAGE  
12
CCNA Discovery 4.0 – Semester 3

Robb Jones
Introducing Routing and Switching in the Enterprise

2/24/2008

